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SPECTO basics  - an overview

SPECTO e-business monitoring

An overview
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SPECTO motivation

• Together with your business partners you have created a valuable e-business solution.

• You are satisfied with the content and usability of  this solution.

• It is running in the supervised environment of  your data center.

• But do you really know, what degree of  quality your business partners will see?

The Internet connection / Intranet 
performance of your business 

partner is not optimal 

The IT-systems serving the ec-
implementation are not available

The ec-system or its connection is downYour firewall does not 
work properly

Your Internet connection is 
down or slow due to high traffic 

(e.g. DoS-Attack)

Internet-Provider is not 
providing the agreed on  

performance

The used segment of the Internet 
has not enough bandwidth

end user or 
‘b2b’

end user or 
‘b2b’

‘firewall’‘firewall’
ec imple-
mentation
ec imple-
mentation

Internet

Internet service 
provider

Internet service 
provider

‘firewall’‘firewall’
operative 
systems

operative 
systems

Your it-systemsbusiness partner’s IT-systems

Internet service 
provider

Internet service 
provider

•

•
Known 
risks :

• Those risks can not be avoided, not even by good design.
• Only an early or precautionary detection of  failures can reduce those problems.
• This detection is only possible through continuously monitoring from outside.
• SPECTO exactly provides this.



N
LS

 G
m

b
H

SPECTO basics  - page 3 - 08-22-2006

w
w
w
.
n
l
s
.
d
e

+
4
9
 
6
3
2
1
 
9
6
8
5
-
4
0

6
7
4
3
5
 
N
e
u
s
t
a
d
t
 
H
i
r
s
c
h
h
o
r
n
r
i
n
g
 
5
5

SPECTO scenarios

You

Provider

‘outsourced ec site’
Like case A). Your site is hosted by an internet provider; 
or your are using the service of an ASP ‘providers’ (e.g. 

SAP Markets’).

‘outsourced ec site’
Like case A). Your site is hosted by an internet provider; 
or your are using the service of an ASP ‘providers’ (e.g. 

SAP Markets’).

‘in-house implemented ec solution’
You deploy an e-business solution at your location. The 
solution may be developed by yourself or based on an 

product (e.g.. ‘intershop’). 

‘in-house implemented ec solution’
You deploy an e-business solution at your location. The 
solution may be developed by yourself or based on an 

product (e.g.. ‘intershop’). 

‘ec - partner’
Similar to cases A) and B). You deal with several important 

large partners and want to assure your ec-service is 
excellent  at their location

‘ec - partner’
Similar to cases A) and B). You deal with several important 

large partners and want to assure your ec-service is 
excellent  at their location

A)

B)

C)

SPECTO: like A). You get 
information about the quality of 

service of your provider.

SPECTO: like A). You get 
information about the quality of 

service of your provider.

SPECTO: continuously scans your 
implementation from different parts 

of the internet

SPECTO: continuously scans your 
implementation from different parts 

of the internet

SPECTO: installed in the intranet of 
your business partner it will report 

from that point of view

SPECTO: installed in the intranet of 
your business partner it will report 

from that point of view

Your EC

You

business-
partner

Your EC

Your EC

SPECTO

Internet

SPECTO

Internet

SPECTO

‘in-house usage of ec-services’
Your company internally uses services supplied by the own 

edp department or by an external supplier

‘in-house usage of ec-services’
Your company internally uses services supplied by the own 

edp department or by an external supplier
D)

SPECTO: reports about your view 
of the services. Results can be used to 

monitor ‘service level agreements’

SPECTO: reports about your view 
of the services. Results can be used to 

monitor ‘service level agreements’

You
partner

(ec-
supplier)

Internet

SPECTO

Inhouse

Internet
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SPECTO structure

results 
database measurement and 

service fulfillment 
reporting

notification
s on errors

SPECTO 
Server

other system 
management tools

Restart & Recovery 
methods

Web-frontend
(browser)

SPECTO 
users

monitored targets

• Web (http[s], soap / html, 
xml)

• IP (socket, icmp, snmp, ftp)
• Dialog (telnet, ssl)
• Msg. (smtp, message-queues)
• Services (files, sql, ldap)
• Custom

• The central SPECTO engine
continuously monitors the
defined targets. On errors or
deviations it actively informs
responsible persons and other
tools.

• All relevant protocols are
supported as targets. Business s
processes are defined by
dynamic sequences.

• Configuration supports
multiple clients, multiple users
and rights.

• All data storage is within
standard relational databases.

• Results may be viewed online
or distributed via email (PDF
formats)

• SPECTO operation is via
standard browsers.

• The engine features self-
control/healing, ‘am-alive’ and
hot-standby.

responsible 
persons
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SPECTO engine enhancements

The following pages will give an overview on the capabilities 
of  the SPECTO system by a virtual tour through the most 
relevant components.

However, the complete implementation is much broader, 
consisting of  over 100 screens and numerous internal 
documents and scripts.
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SPECTO logon

• Users use a standard web
browser to talk to the SPECTO
engine

• Multiple users & sessions are
possible

• HTTP and secure HTTPS
connections are supported

• Multiple SPECTO instances on
a single host are supported

• As alternative to the web front-
end also email, SAP R/3 and
SNMP front ends are available.
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SPECTO engine enhancements

• The SPECTO GUI is divided
into :

• the navigation frame (left side)
providing a structured access to
all features of the engine

• the main frame (top right)
displaying the commands
output

• the command frame (lower
right) consisting of the user
defined links and the command
line
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SPECTO ‘clients’

• The SPECTO engine supports
multiple, independent clients.

• Users are assigned to one or
several of the clients; any
access to other clients is
prohibited.

• Clients may be flagged ‘read
only’
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SPECTO  monitored business processes ‘chains’

• Within every client, there are
the defined business processes
(‘chains’).

• Every running chain (a ‘thread’)
executes the chain’s steps and
writes the measured results to
the database.

• There may be multiple threads
per chain.

• The innovaction period of a
chain is customizable and may
be changed dynamically ba the
thread itself (e.g. narrower
monitoring during critical
periods).

• chains may be moved and
copied

• foir every chain there are quick
links for the chains details, to
start/stop a chain thread and to
the reporting.



N
LS

 G
m

b
H

SPECTO basics  - page 10 - 08-22-2006

w
w
w
.
n
l
s
.
d
e

+
4
9
 
6
3
2
1
 
9
6
8
5
-
4
0

6
7
4
3
5
 
N
e
u
s
t
a
d
t
 
H
i
r
s
c
h
h
o
r
n
r
i
n
g
 
5
5

SPECTO chain details

• Any chains consists of steps
‘URLs’ which are executed in
sequence.

• Chain processing may be
enhanced by custom scripts
(‘PBT’ – process before thread,
‘PBC’ – process before chain,
‘PAC’ – process after chain,
‘PAT’ – process after thread)

• The sequence may be altered
dynamically (e.g. based on the
progress of the current step)

• For any chain a set of addresses
which are to be notified in case
of errors can be defined

• For any chain ‘off times’ during
which no measurements will
take place can be specified.

• links to documentation,
reporting and the chain details
are available
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SPECTO ‘notifications’

• A notification is triggered after
the amount of errors during
chain execution reaches a
certain limit.

• During the error count stays
above the limit notifications are
repeated (‘reminders’)

• Optionally, after the error
count falls below another limit
a ‘release’ notification is send

• Notifications may be bound to
a set of certain error classes
(e.g. content or timing)

• A notification may be enhanced
with a custom script (‘PBN’ –
process before notification)

• Notifications may be tested
individually.
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SPECTO ‘off times’

• For any chain a set of ‘off
times’ during which no
measurements will take place
may be defined.

• off times can be named

• An off time can be scheduled
on day, wee, month, year or
singular basis.

• The resulting off time is shown
graphically

• A summary display of all off
times of a chain is available,
together with a test execution
for a to be specified concrete
date/time.
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SPECTO chain steps – ‘URLs’

• An URL (‘uniform resource
locator’) is the basis of
execution of the SPECTO
engine. URLs are the steps
executed during chain runs.

• The URL may be given a
symbolic name, easing
identification and out of
sequence execution.

• URL processing may be
enhanced by custom scripts
(‘PBU’ – process before URL
and ‘PAU’ – process after
URL)

• URLs may have parameters
with fixed or dynamic values.

• The returned output of an
executed URL is checked
against content qualifiers. The
qualifiers may be fixed or
dynamic (even scripts and exits)

• URLs may be hidden for
reporting or SLA processing

• For any URL a reference may
be specified (allowing
comparisons between ‘own’ and
‘common’ sites9
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SPECTO URL types

protocols :

• http

• https

• soap

• smtp (email)

• ftp

• telnet 

• ssh

• sockets

• snmp

• ldap

formats :

• html

• xml

• applets

• pdf

• flash

• plain 

• ebcdic

• unicode

• Though HTTP/HTML being
the most common pair of
monitorable protocol and
content type the SPECTO
engine supports a much more
rich set of protocols and
formats.

• All capabilities of the
sequencing engine and the
content processing is available
for all those protocols and
formats.

• The protocols and formats may
custom extensible via exits
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SPECTO tesing of chains

• To test a newly defined chain
the ‘one run’ capability is
available.

• ‘one run’ executes a chain once
by displaying any step in detail.

• During and after the ‘one run’
all messages, the defined
variables, the resulting content
and HTML rendering may be
displayed.
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SPECTO recording of chains

• chains consisting of
HTML/HTTP steps need not
be created manually but can be
recorded by the SPECTO ‘web
recorder’ (only available for
Windows / Internet Explorer)

• The web recorder plugs into
the web browser and records
any user action.

• web recorder handles multi-
windows and multi-frames
situations

• It also allows for the marking
of ‘content check’ candidates

• web recordings can be online
transferred into a SPECTO
chain

• web recordings can also be
saved as a local file in an XML
format, allowing an Internet
user to create the recording and
hand it over to an expert for
further processing
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SPECTO reporting

The measurement results of  the SPECTO engine are 
available for different reporting aspects
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SPECTO reporting : architecture

Documents

Cluster

Results 
Archive

Results

day based graphical 
reporting

measurements

day tabular based 
reporting

data working set and reporting cache

overview graphical 
reporting

individual 
day’s data

individual 
day’s data

●●●

PAU 
script

custom graphical 
reporting

CGR 
script

service level agreement 
reporting

documentation and 
contract generation

CGR 
script

Chain 
configuration

selection by set of 
chain/url & statistics 
(‘named parameters’)

individual 
day’s data
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SPECTO reporting : values

• The individual measurement
values are available in tabular
lists.

• Beside the URL measurement,
the result of the optional
reference may be shown

• Any combination of
chains/URLs are allowed

• Several computations (avg, min,
max, dev) are available.

• The number of active
notifications (at the time of the
measurement) is shown

• Navigation on chain, URL and
date basis is available

• Links to the reporting overview
and the graphical display of the
data are available

• The result may also be
downloaded in .csv format
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SPECTO reporting : day graphics

• The measurements of a day
may be shown graphically in
several formats

• Any combination of
chain/URL is allowed

• Zooming and panning in the
graphic is available

• The axis may be scaled
manually or automatically

• mouse pointing to a
measurement point shows the
exact value

• Periods of active notifications
may be shown or hidden

• The graphic may be formatted
as GIF or SVG (‘scaleable
vector graphics’)

• Navigation on chain and date
basis and to the reporting
overview is available.

• Colors are selectable
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SPECTO reporting : summary graphics

• Summary graphics may be
generated on day, week or
month basis

• Shown is the measurement area
(min/max), the average and
errors
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SPECTO reporting: script based custom reporting

• Reports may also be created by
using the SPECTO engine’s
scripting capability together
with the reporting library

• This allows for unlimited type
of reports; especially
combinations of multiple
tables, graphics and links in one
document.

• Such documents may also be
output as PDF documents
which may also be distributed
automatically via email
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SPECTO reporting: pdf generation and distribution
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SPECTO reporting: online desktop

• SPECTO desktop provides a
self refreshing status overview
for all defined chains of a client

• Items may be arranged, named
and grouped individually

• Each item features links to its
configuration, reporting and
error screens.

• Inter-client configurations are
supported
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SPECTO service level agreements

Functionality :

• maintenance of SLA definitions

• SLA contract generation

• SLA fulfillments report generation

• optional SLA penalty computation

The service level agreement (SLA) module extends SPECTO measurements to the ‘business’ level :

Primary design principle was to make SLA definition, maintenance and usage as easy to use as possible.

Basic idea :

• Maintain goals/limits, formally ( contract) agreed to by both parties (whenever 
there are changes)

• Summarize measurements on an hour/day base over a period (week/month), 
compute the deviation and generate fulfillment reports (regularly, automated)

Coming :

• Script based custom extensions (e.g. penalty formulas)
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SPECTO service level agreements (SLA) : definition

• SLAs (‘service level
agreements’) are used to define
the delivery between a service
provider and its customers

• Such an SLAs grading relies
real measurements

• SPECTO supports SLA
definition and fulfillment
computation based on the
defined chains and goals.

• The goals and additional SLA
specific parameters are
maintained in the SLA
component

• Any parameter may be
weighted

• Penalties may be defined

• Based on the SLA definition,
SLA contracts are generated (as
PDF documents) assuring the
compliance with the specified
parameters
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SPECTO service level agreements (SLA) : contract generation 

• The SLA contract contains all
defined parameters.

• Because it is based on the
actual SPECTO definition it is
accurate.

• The re-generation of a contract
is done within seconds –
allowing frequent updates to
the parameters without need to
complicated rewriting of
contracts

• Contracts may be automatically
distributed by email
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SPECTO service level agreements (SLA) : report

• SLA fulfillment reports may
also be created on daily, weekly
or monthly basis.

• They consist of daily
measurement summaries and
an overall summary

• A fulfillment percentage is
computed

• Penalties may be computed
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SPECTO script engine

The SPECTO engine features a script processor allowing for custom enhancements.
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SPECTO scripting

• Scripts may be used as
extensions to the chain
processing (PBT, PBC, …
PAU), within reporting, within
the consoles, as batch elements
or as individually executable
programs

• Two script languages are
available: ‘specto script’ and
‘java script’

• JavScript conforms to the
ECMA Script 1.5 level

• The script languages may
access SPECTO components
throgh the scripting libraries

• A test environment is available
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SPECTO scripting : library

• The objects of the script library
(methods and structures) are
available online.

• For every method a description
is available

• Any method may be executed
online.
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SPECTO engine enhancements

The SPECTO engine features several aspects for internal 
management.



N
LS

 G
m

b
H

SPECTO basics  - page 33 - 08-22-2006

w
w
w
.
n
l
s
.
d
e

+
4
9
 
6
3
2
1
 
9
6
8
5
-
4
0

6
7
4
3
5
 
N
e
u
s
t
a
d
t
 
H
i
r
s
c
h
h
o
r
n
r
i
n
g
 
5
5

SPECTO user management

• Any SPECTO client
automatically gets a ‘master’
user assigned.

• Additional users may be
created, maintained and
deleted.

• To any users sets of attributed
rights may be assigned and
revoked.

• All changes come in effect
immediately

• Any users actions are recorded
and may be reported
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SPECTO commands, batch processor & background execution

• Commands and scripts may be
executed automatically and
repeatedly by the batch
processor

• Execution of commands and
scripts may be postponed to
the background. Execution
status and result is available.

• All executed commands are
logged

• All commands executed by an
user may be re-executed or re-
edited
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SPECTO customizing

• Many aspects of the SPECTO
engine may be customized.

• Customizing is menu driven
(‘root node ‘customizing’)

• Customizing may be client
specific or cross-client.

• Any customizing parameter has
a description.

• Customizing parameters may
be reset to their default globally
or individually
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SPECTO internal ‘high availability’

• All aspects of the SPECTO
engine are continually
determined

• The status may be checked in a
‘health’ page

• Erroneous tasks are restarted
automatically

• Errors are reported as ‘operator
messages’ and/or via email.

• ‘am alive’ messages may be
send

• Stand by engine(s)

• Statistics

• table size checks

• Auto export

• Archiving
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SPECTO consoles

• SPECTO consoles provide
customizable overview on all
aspects of a SPECTO instance

• A cross-client ‘master console’
and client specific ‘client
consoles’ are available

• The console displays are
refreshed automatically.
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SPECTO engine enhancements

• To extend the SPECTO engine
a set of predefined exits is built
into relevant places of the
engine.

• Exits have to be implemented
using the Java programming
language

• A ‘exit building tutorial’ and
sample implementations are
available
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SPECTO engine enhancements

The following pages shows the overall structure of  a typical 
SPECTO implementation.
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proxy

SPECTO overall architecture

Web-frontend 
(Browser)

Web-frontend 
(Browser)

http / https / ftp / 
soap / native / …

database

http / https / ftp / 
soap / native / …

Web-Recorder

developer

user

SPECTO      
web server

customer 
extensions / 

‚plug-ins‘

Targets
Java 

platform

stand-by engine 
(redundant)

SPECTO  
engine

‚ODCB/JDBC‘ 
enabled tool

custom reporting

SPECTO Server

smtp 
server

sql notif net

SPECTO-Net

intranet internet

Targets

SPECTO
email / message  
/ Fax / custom

notification

Telematik-GW 
(MATHESIS Service)

Web-frontend 
(Browser)

Web-Probe

user

URL executor 
(MATHESIS Service)

proxies

SOAP client 
(application)

services


